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Abstract

In light of the rapid advancements in science and technology, those tasked with enforcing the rules
of International Humanitarian Law (IHL) face new challenges in adapting its provisions to the
realities of contemporary armed conflicts, such as cyber warfare. This study aims to determine the
role of IHL rules in protecting civilians and critical infrastructure in cyber warfare, and to discuss
the adequacy of existing legal rules in addressing the unique nature of this type of warfare. This
study will employ an analytical approach to the rules of IHL and relevant international agreements.
Through this study, we have found that the rules of IHL were formulated in a general manner to
encompass all types of armed conflicts, including cyber warfare. Although the principles of IHL
are flexible and adaptable to modern conflicts, the unique nature of cyber warfare still raises
genuine doubts about the effectiveness of IHL rules in providing legal protection for civilians and
infrastructure, and ensuring that parties to the conflict fully comply with the basic principles of
IHL, such as the principle of distinction and the rule of proportionality. The researchers
recommended the need to develop the rules of IHL and conclude a new international agreement
that exclusively addresses cybersecurity and its place in international law, capable of protecting
civilians and infrastructure from damages resulting from cyber wars. They also recommended the
preparation of an additional protocol to protect civilians and vital infrastructures affected by cyber
wars; and the establishment of a clear standard to differentiate between the different types of cyber
wars, through which it can be determined whether a cyber-attack constitutes armed aggression and
the use of force that allows states the right to defend themselves or not.

Keywords: International Humanitarian Law (IHL), Armed Conflict, Cyber Warfare, Protection

of Civilians, Critical Infrastructure.
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